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Background

The objective of the Fleet Modernization Program Management Information System (FMPMIS) Support Desk is to provide 24 hour Help Desk support to the FMPMIS user community.  The skill levels of the FMPMIS users range from that of a novice, a new or infrequent user, to that of a power user.   The Support Desk was established to provide a one-stop source for information and problem resolution for all FMPMIS users.  The Support Desk will track outstanding requests for service, build a history of completed support requests, and perform trend analysis which may result in a System Change Request.  Support requests that result in a proposed system change will be referred to the appropriate Application Configuration Manager for review.  Similarly, support requests generating a Programming Bug Report will be referred to the appropriate application programmers.  The Support Desk personnel will resolve all other support requests.  FMPMIS users have five methods by which they may contact the Support Desk:

· The Integrated Call Center (1-877-4-1-TOUCH (1-877-418-6824)) 
· The FMPMIS Support Desk Hotline phone number (703-602-4138)
· The sending of e-mail (FMPMISSupportDesk@NAVSEA.NAVY.MIL)

· The FMPMIS Internet site Click on Support Office: 
http://www.fmp.navy.mil/FMPACTIVE/ITTechnologies/ITTechnologies.htm

· 
The use of FAX machines: 703-602-4092

1. Purpose

The purpose of this document is to specify the Standard Operating Procedures for personnel manning the Support Desk.

2. References

The following reference documents are available from the FMPMIS Support Office:

· FMPMIS Support Transition Plan

· Software Configuration Management Plan (SCMP) for NAVSEA DATA ENVIRONMENT (NDE) NDE.SCMP.DOC Version 1.0
· Naval Workload & Performance System (NWPS) Shipyard Applications Security Features User Guide – NSLCPAC-NWPS SFUG 04/03/98

3. Tiered Level Support Description

The FMPMIS Support Office personnel will operate under a two-tier support structure.  The tier one personnel are normally the first to respond to a support request and are responsible for ensuring that all support requests are handled in a professional and timely manner.  Tier one personnel will analyze the support request to determine if it falls within the range of their expertise.  It is the responsibility of the tier one personnel to perform user administration, track outstanding requests for service, build a history of completed support requests, and perform trend analysis which may result in a System Change Request.  Tier one personnel will refer support requests that result in a System Change Request to the appropriate Application Configuration Manager.  Support requests resulting in a Programming Bug Report will be referred to the appropriate application programmer.  Tier two personnel will provide support to the tier one personnel. Tier two personnel consist of the application programmers/developers, database administrator, network administrators, and the web master.  It is the responsibility of tier two personnel to assist in identifying support requests that should be classified as a Programming Bug Report or a System Change Request.  Tier two personnel will resolve and document all programming bug reports. Tier two personnel will also document and incorporate System Change Requests into the application after the appropriate Application Configuration Manager has approved them.  Tier two personnel are also responsible for providing tier one support backup in the event that the tier one personnel are not available to respond to a user request.

4. Procedures

Due to the fact that requests for FMPMIS support may enter the Support Desk office via multiple methods, certain procedures must be followed in order to ensure that each request is handled properly and promptly.  The goal of the Support Desk team is to respond to each support request within 24 hours of receipt of the request.  The Support Desk team is to put forth every effort to resolve the support request within the same 24 hour period.  However, if the support request cannot be resolved within the 24 hour time frame, the Support Desk will provide the originator of the support request an estimate as to when a resolution can be expected.  An entry will be made into the Support Desk Log for each support request received by the Support Desk.  The Support Desk Log should reflect the current status of the request at all times.  The Support Desk Log will be used for tracking requests through completion, trend analysis, and reporting purposes.

4.1. Support requests originating from a call to the Support Desk Hotline or the Integrated Call Center.

Calls received by the Integrated Call Center at the Fleet and Industrial Supply Center in Norfolk, Va. will be forwarded to the FMPMIS Support Desk at NAVSEA headquarters.  Once the Support Desk team receives the call, it will be handled in the same manner as a call made directly to the Support Desk Hotline.  A determination will be made as to what type of support request is being made and a FMPMIS Support Desk Log entry will be made.  The person receiving the support call will determine if he/she is equipped to resolve the support request.  If he/she cannot resolve the support request, the call will be forwarded to the appropriate tier two person.  The Support Desk Log will be monitored to ensure that all support requests are completed and closed.  The main purpose of the FMPMIS hotline is to provide an avenue for communicating emergency situations.

4.2. Support requests originating from the Internet site or an e-mail message.

Support requests originating from the Internet site will be forwarded to the FMPMIS Support Desk e-mail address (FMPMISSupportDesk@NAVSEA.NAVY.MIL). The FMPMIS Support Desk e-mail address will be monitored frequently to ensure that the support requests are addressed in a timely manner.  The first step in responding to support requests received via e-mail is to create an entry in the Support Desk Log.  FMPMIS Support Desk personnel may need to contact the originator of the e-mail to obtain additional information prior to determining the type of support required.  Support requests that cannot be resolved by the tier one personnel will be referred to the tier two personnel to ensure that the support request is resolved satisfactorily and in a timely manner.  

4.3. Support requests submitted via fax transmittals.

The FMPMIS Support Desk fax machine will be monitored closely for incoming faxes. Support requests submitted via fax transmittal will be entered into the Support Desk Log and processed as expeditiously as possible.  Tier one  support personnel will be the first to respond to the support request.  If they cannot resolve the issue, the support request will be referred to the appropriate tier two personnel.  The fax may also be used in transmitting and receiving information for previously entered support requests.  There are three primary uses for fax transmittals:

· For non-emergency communication of support requests

· For receiving information required to clarify the support request

· For transmitting information to resolve a support request.

4.4.   Types of support 
Tier one support personnel will analyze the support request in order to determine its type.  Requests for support may encompass any of the following types of support:

· System User Administration

· System Change Request

· Programming Bug Reports 
· Ad hoc queries
· General how to questions 

· Error handling
4.4.1. System User Administration 
The FMPMIS System User Administration function encompasses the following processes:

· Resetting passwords

· Establishing new user accounts

· Deleting user accounts

· Modifying user accounts
· New user setup assistance
The FMPMIS User Administrator will also be required to provide weekly reports on the following:

· The number of users logged on at least once during the last 7 days.

· The number of users logged on at least once during  a 24 hour period.

· The number of new Hotline entries for the week.

· The number of new Feedback entries for the week.

· Progress reports on the status of user access requests for new user accounts as well as for modifications to current user access privileges.

· A report on deleted user accounts.

4.4.1.1. Resetting passwords
Several conditions may prompt the need to reset a user’s password.  The System Administrator may request that passwords be reset in case of a breach in security.  In most cases, it is the user who requests that the password be reset when he/she has forgotten the password.  Most requests for resetting passwords arrive at the FMPMIS Support Desk via e-mail or by way of a telephone call. FMPMIS Support Desk personnel will attempt to verify the originator of the request in the most expedient way possible.  The preferred method of confirming the identity of the originator of the request is by way of e-mail confirmation.  If the request arrives via e-mail, it will be confirmed and responded to via e-mail.  E-mail response will be sent containing only their user-id and /or password.   This e-mail will be followed by a second email providing instructions on accessing the system.  If the request arrives by telephone, the tier one person will ask for some verification of information contained in the user database.  In addition, the user will normally be kept on the phone until he/she has successfully logged onto FMPMIS.    A script file is executed to reset the password to the default value.  After the script file has been run, the user will be forced to change his/her password upon successfully logging onto FMPMIS.

4.4.1.2. Establishing new user accounts
The FMPMIS System User Administration function usually processes several hundred requests to add/delete user accounts each year.  Application submission deadline for any given week is noon (Eastern Time) on Wednesday.  The default user access privilege for FMPMIS is LOGISTICS READ ONLY.  The FMPMIS User Administrator will respond to inquiries about requesting a new user account by providing the inquirer with procedures for submitting  applications.  The "New User Registration Form" is located on the FMP Internet site and may also be obtained from the FMPMIS Support desk by way of an e-mail attachment or fax transmittal.  Inquirers will be directed to submit the registration form to the FMPMIS Support Desk in one of three ways:

· Internet: http://www.fmp.navy.mil
· E-mail to: FMPMISSupportDesk@NAVSEA.NAVY.MIL
· Fax:  703-602-4092

The FMPMIS User Administrator will review each user registration form to make sure that the required information has been entered.  Forms missing any of the required information will be returned to the applicant with an explanation.  All other forms will be acknowledged and entered into the tracking system.  The tracking system maintains information on the progress, POC/sponsor, and e-mail address for the applicant.  Some of the criteria used in approving user access are as follows:

· If the applicant is a contractor, the FMPMIS User Administrator will request the applicant’s sponsor to provide his/her concurrence or endorsement of the applicant’s access.
· If the applicant requests update authority, the FMPMIS User Administrator will check with the FMPMIS module’s POC for authority to grant update ability.
· If the applicant is a government employee, the FMPMIS User Administrator performs a basic check to ensure the POC/sponsor is also a government employee.  Sources such as the Navy On-line Locator, the Organization Directory, and an e-mail address may be used to verify the sponsor’s current government employee status.
·  As access to the Program and/or Execution modules is limited to specific job functions at the headquarters level and requires specific FUNCTIONAL justification,  the FMPMIS User Administrator will check for adequate justification and verify that the applicant meets the module's functional requirements.  If these requirements are not met the application is returned to the applicant along with a statement of policy.  If the applicant has provided appropriate justification, the FMPMIS User Administrator will check with the organizational POC for authority to grant access.  The FMPMIS User Administrator will also contact NAVSEA 013 for approval to grant such access.
Applications not meeting the basic requirements are rejected and returned to the applicant with an explanation.  Requesters of accepted applications will be provided the following information:

· Instructions on how to download required software from the FMP Internet site.
· When the user account has been established.
· The need to login and change the password within one week or notify the FMPMIS User Administrator if the new user is unable to comply within the timeframe.

· Instructions on how to contact the FMPMIS Support Desk.
4.4.1.3. Deleting user accounts

Under ideal circumstances, users would notify the Support Desk of changes to their access requirements to FMPMIS.  After verifying the origin of the request, the FMPMIS User Administrator would then run a script to remove the user's access privilege(s) as requested.  Because this procedure is not always adhered to, the User Administrator will be required to monitor user accounts for inactivity.  New user accounts are considered inactive if the owner has not logged in to reset the password within one month of being notified of the establishment of the account.  All other accounts are considered inactive after one year of non-use.  Owners of inactive user accounts will be notified by e-mail that they should log into FMPMIS to prevent their user accounts from being deleted.  The notification shall request the owner of the account to contact the FMPMIS Support Desk if they no longer have a need for the account or if they require assistance in logging into FMPMIS.

4.4.1.4. Modifying user access

The guidelines for modifying user access is similar to those for granting new user accounts.  Because the default user access privilege for FMPMIS is LOGISTICS READ ONLY, the FMPMIS User Administrator will follow the applicable procedures listed above ("Establishing new user accounts") when adding new update privileges or access to additional program modules. 
4.4.1.5. New user setup assistance
The FMPMIS User Administrator, upon acceptance of the user application, forwards to the new user instructions on how to download required software from the FMP Internet site and install it.   The new user is also provided instructions on how to contact the FMPMIS Support Desk for setup assistance if required. The new user is advised to perform the setup operations prior to being issued the user-id and password to ensure that they can establish a connection.  Once the user account is established, the password associated with the account should be reset within one week.  The new user is instructed to notify the FMPMIS User Administrator if he/she is unable to comply within the one-week timeframe.  The new user setup assistance also entails orienting new users to FMPMIS.

4.4.2. System Change Request

In view of the forthcoming implementation of the NAVSEA Data Environment (NDE), and in accordance with the policies and guidelines established by the FMP Executive Steering Committee (ESC), the FMPMIS operating system, database and its applications are essentially in a “caretaker” status. The programs, modules, and hardware components for FMPMIS are broken down into a Work Breakdown Structure (WBS), the lowest level of which are referred to as objects.  Objects requiring configuration management are referred to as Configuration Management Objects (CMO). Support requests that are identified as being a System Change Request will be referred to the FMPMIS Program Manager (PM). The FMPMIS PM reviews all system change requests to determine if approval of the Configuration Control Board (CCB) is required and at which level.  Modifications to CMOs, Specifications, and/or Design changes require the approval of the CCB and will be documented by a System Change Request (SCR). The CCB is comprised of a Technical Working Group, the AIS Subcommittee and the FMP Executive Steering Committee (ESC).  The FMPMIS CCB is responsible for any changes that affect the FMPMIS application suite and any data elements owned by that application suite.  All change requests will be submitted to the AIS Subcommittee for evaluation, adjudication and presentation to the FMP ESC, if applicable.  The approval of the FMP ESC is required for changes that involve common data elements, business rules, system hardware architecture, interface formats and data transfers between other systems.  Approved system changes will also be entered into the FMPMIS SCR  Log and assigned to the appropriate person for completion.  The FMPMIS PM will be notified when the system change request has been completed.

4.4.3. Programming Bug Reports 
Support requests that identify instances where existing requirements are not being met are classified as Programming Bug Reports.  Programming bug reports are referred to the FMPMIS Program Manager (PM) in order to have a System Change Request generated so that it may become a part of the change control process.  However, program bug reports do not require the approval of the CCB.  Therefore, an entry will also be made into the FMPMIS Support Desk Log and the report will be assigned to the appropriate person for completion.  The FMPMIS PM will be notified when the programming bug report has been completed.

4.4.4. Ad hoc queries
On occasion, FMPMIS users will submit a support request for output from an ad hoc report or query.  Ad hoc queries must be approved by the FMPMIS Program Manager (PM) prior to being assigned to FMPMIS support personnel.  An entry will be made into the FMPMIS Support Desk Log when the ad hoc query is received.  The log entry will be updated to reflect the PM’s approval status.  If approved, the ad hoc query will be assigned to the appropriate FMPMIS support personnel for completion.  The frequency with which an ad hoc query is requested will be monitored to determine if the query should become part of the FMPMIS application.  If it is determined that the same or similar type of ad hoc query is requested on a regular basis, an Enhancement Request (ER) will be submitted to the FMPMIS PM.  If the FMPMIS PM is in agreement with the ER, a System Change Request (SCR) will be generated in order to obtain the approval of the FMPMIS CCB to incorporate the query into FMPMIS.  If the SCR is approved, an entry will be made into the FMPMIS SCR Log and the SCR will be assigned to the appropriate person for completion.

4.4.5. General how to questions 

From the time that a user is granted access to FMPMIS, they are encouraged to contact the FMPMIS Support Desk for any of their how to questions.  This includes, but is not limited to, assisting new users in the installation and setup of software required for FMPMIS.  The new user is also provided with information on the availability of “Shadow Session” training.  (See Section 5.4.7.1.)  Other circumstances for which orientation support would be found useful would be for users who are granted access to additional FMPMIS modules. In addition, the FMPMIS User Administrator, in an effort to keep the user accounts up to date, also attempts to contacts users that have not logged onto FMPMIS in a while to ascertain if the user might be in need of training or no-longer has a need for FMPMIS access.  Orientation support is usually provided during normal hot-line hours.  Users in different time zones will be accommodated when training is scheduled in advance.  Requests for FMPMIS orientation training will be entered into the FMPMIS Support Desk Log for tracking purposes.

4.4.6. Error handling

Periodically, a FMPMIS user may stumble upon an instance in which FMPMIS does not perform as expected.  After analyzing the support request, a determination will be made as to which category the request falls into: User Error; System Change Request; Programming Bug Report; or Enhancement Report.  The assistance of tier two support personnel may be required in making this determination.  In the case of a user error, the user will be instructed on the proper procedures for accomplishing the task at hand.   System Change Requests, Programming Bug Reports and Enhancement Reports will be handled as outlined in sections 5.4.2, 5.4.3 and 5.4.4.  Tier two personnel will be required to perform the analysis on System Change Request, Programming Bug Reports and Enhancement Reports in order to make a determination of the following:

· Amount of work involved

· Cost/Benefit analysis

· The identification of all Configuration Management Objects (CMO) that would be affected

Programming Bug Reports will cause a System Change Request to be generated.  The report will be assigned to the appropriate tier two personnel for completion at this time, as Programming Bug Reports do not require the approval of the Configuration Control Board (CCB).  Upon completion of the fixes for the Programming Bug Report, the assigned tier two personnel will update the System Change Request with the information required in order to close the report.  After the preliminary analysis is performed on System Change Requests and Enhancement Reports, the approval of the appropriate CCB is required prior to the modification's being made to the application modules.  A System Change Request will be entered into the Configuration Management Database (CMD) and the requests are referred to the FMPMIS Application Configuration Manager (ACM) in order for the approval process to proceed.  If approved, the report will be assigned to the appropriate tier two personnel for completion.  Upon completion, the assigned tier two personnel will update the System Change Request with the information required in order to close the report.

4.4.6.1. Logistics module support  
The assigned Logistics module programmer/developer and/or the database administrator will be responsible for handling Logistics module support at the tier two level.  Tier one personnel, in answering support requests, will use them as a resource.  Tier two personnel will also be required to perform the analysis and program modifications for System Change Requests, Programming Bug Reports, and Enhancement Requests affecting the Logistics application module and Configuration Management Objects.

4.4.6.2. Program module support
The assigned Program module programmer/developer will be responsible for handling Program module support on the tier two level.  Tier one personnel, in answering support requests, will use them as a resource. They will also be required to perform the analysis and program modifications for System Change Requests, Programming Bug Reports, and Enhancement Requests affecting the Program application module and Configuration Management Objects.
4.4.6.3. Execution module support
The assigned Execution module programmer/developer will be responsible for handling Execution module support on the tier two level.  Tier one personnel, in answering support requests, will use them as a resource. They will also be required to perform the analysis and program modifications for System Change Requests, Programming Bug Reports, and Enhancement Requests affecting the Execution application module and Configuration Management Objects.

4.4.7. When to establish a “Shadow Session”

A Shadow Session occurs when a FMPMIS user allows FMPMIS Support Desk personnel to remotely observe the screens that the user is looking at and to even control the user's cursor.  This capability should be used to provide the user with training on how to navigate through the FMPMIS menu system and in identifying problem areas the user may be experiencing.

4.4.7.1. Provide new user training or system orientation

By taking control of the user’s cursor and navigating through the menu system, FMPMIS Support Desk personnel can provide training for the new user.  This arrangement will hopefully answer many of the new user’s “how to” questions and encourage them to make full use of the FMPMIS features.  To establish a Shadow Session, the user should call the FMPMIS Support Desk and talk to one of the FMPMIS support personnel to schedule a time for the session.
4.4.7.2. How to identify the problem the user is experiencing

A Shadow Session can be used to identify any problem areas the user may be encountering.  The FMPMIS support personnel can observe, with the user’s permission, the screens that  the user is looking at and can move the user's cursor, if needed, to resolve the problem. To establish a Shadow Session, the user should call the FMPMIS Support Desk and talk to one of the FMPMIS support personnel.
…enabling the Navy of the new Millennium

